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Alternative product authentication system using visual
cryptography

Um sistema alternativo para a verificação da autenticidade de
produtos utilizando criptografia visual

Rodrigo dos Santos Cicareli1; José Carlos Pizolato Junior2

Abstract
Fraud and counterfeiting have caused various inconveniences to manufacturers and the product consumer
market. To avoid counterfeiting and, therefore, bring a higher level of trust and security in commercial
transactions, several authentication techniques for physical products have been proposed. Among the tech-
niques commonly employed, the most popular are QR codes (Quick Response Code), Holographic Seals, and
RFID (Radio Frequency Identification) tags. This paper aims to propose an alternative product authentication
system that applies the visual cryptography technique (NAOR; SHAMIR, 1995). This system employs two
masks that, when overlaid, allow visual authentication by the user, without the need for any computational
processing. The use of this authentication system for the need in question has not yet been reported in the
literature.
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Resumo
No âmbito comercial as tentativas de fraudes e falsificações têm provocado diversos inconvenientes aos
fabricantes e mercado consumidor de produtos. Diante deste panorama, para evitar as falsificações e, portanto,
trazer um maior nível de confiança e segurança nas transações comerciais foram propostas diversas técnicas
de autenticação em produtos físicos. Dentre as técnicas empregadas destacam-se a utilização de QR codes
(Quick Response Code), selos holográficos e RFID (Radio Frequency Identification). Este trabalho tem
por objetivo propor um sistema alternativo de autenticação de produtos que aplica a técnica de criptografia
visual (NAOR; SHAMIR, 1995). Este sistema emprega duas máscaras que quando sobrepostas permitem a
autenticação visual por parte do usuário sem a necessidade de qualquer processo computacional. O sistema
proposto, nunca foi anteriormente proposto para a necessidade em questão.

Palavras-chave: Sistemas. Segurança. Autenticação. Criptografia visual. Máscaras.

1 Mr., Depto. Engenharia Elétrica, Instituição, UFSCar, São Carlos, SP, Brasil, E-mail: rodrigo.cicareli@gmail.com
2 Prof. Dr., Depto. Engenharia Elétrica, UFSCar, São Carlos, SP, Brasil, E-mail: jcpizolato@yahoo.com.br

117
Semina: Ciências Exatas e Tecnológicas, Londrina, v. 41, n. 2, p. 117-124, July/Dec. 2020



Cicareli, R. S.; Pizolato Junior, J. C

Introduction

Globalization has intensified the commercialization
of products in the world market and has increased the
presence of counterfeit products sold online and in physi-
cal stores. According to the Brazilian Association to Com-
bat Counterfeiting (ABCF, 2017) in 2017 Brazil witnessed
an economic loss of approximately 145 billion BRL due
to counterfeiting. In the last three years, the total amount
of lost revenue reached the mark of 395 billion BRL in the
corporate and public sectors combined. The US Customs
and Border Protection Office of Trade (CBP, 2018) reports
that in 2018 the most seized products within the United
States were clothing/accessories, shoes, watches/jewelry,
bags, and electronic equipment, and this caused a loss of
about 1,4 billion USD.

The considerable economic impact associated with
counterfeiting and the need to guarantee authenticity has
driven research for new methods and techniques that com-
bat fraud. The goal is to provide the customer with infor-
mation related to the product, such as origin, company
information, serial number, among other things to pro-
vide credibility regarding product authenticity. The most
commonly applied techniques are barcodes, holographic
stamps, QR Codes, RFID tags, and visual cryptography.
The most widespread system today is the barcode due to
its simplicity and ease of implementation. Simões (2015)
proposes to use the barcode system in supermarkets. Holo-
graphic stamps can be used for product traceability and
authenticity (BJELKHAGEN, 2017). Another widely used
alternative is QR Codes (Quick Response Code) which
allows companies to register different types of product
information according to the supplier’s and the customer’s
needs (PENG et al., 2014). RFID (Radio Frequency Iden-
tification) tags are a radio frequency identification sys-
tem that allows you to track the product in real-time, but
its implementation has a higher cost than the previous
ones due to the infrastructure requirements, including an-
tennas, readers, software and a communication system.
This option has an additional drawback since it is subject
to electromagnetic interference. Nonetheless, RFID tags
have been applied in different sectors, including the in-
dustrial food sector (KARAGIANNAKI; PRATAMARI,
2011).

Visual cryptography has some interesting applications
in the authentication of commercial transactions NAOR;
SHAMIR, 1995). Feijó (2016) combines visual encryp-
tion with a watermark technique to authenticate copy-

writing digital static images. Visual cryptography also
has applications regarding security and has been used
in online banking transactions (CHANDRASEKHARA;
JAGADISHA, 2013; RAJGURU; DHOMSE, 2018;
SRIKANTH et al., 2014).

This technique is interesting and feasible in authen-
ticating products and services since the information is
recorded in a mask and since the verification process does
not require prior knowledge or expertise in advanced pro-
cessing skills. Besides, it has low-cost production and im-
plementation, being that its production requires reduced
computational processing and can be printed on inexpen-
sive photolithography. However, the technique demands
precise alignment between the encoded masks to allow vi-
sual verification and the confirmation of authenticity. This
problem has been addressed in (LIU; WU; LIN, 2008) and
(MACHIZAUD; CHAVEL; FOURNEL, 2011).

Fraud attempts regarding counterfeiting of products
are common in the audio equipment market (PROSOUND,
2019). The visual encryption technique can provide a
viable alternative to combat fraud within this sector. This
paper proposes a visual encryption authentication system
for an effect pedal (JANONES, 2018). The application
of visual cryptography for audio products and equipment
has not yet been reported in the literature. The proposed
system will address the specificities considering the user’s
needs.

The system aims to provide authenticity to the product
(effect pedal) which will be sold with a built-in encoded
mask. A second mask will also be sent to the customer by
the product manufacturer. Customers can attest product
authenticity by overlaying these two masks, and verify-
ing if the correct data image appears One of the greatest
challenges faced in the application of the proposed method
is concerning the perfect alignment of the two masks. This
is a fundamental condition for the functionality of the
authentication process. This problem was addressed by
increasing the size of the pixels and designing a device
(a joint system using an acrylic plate) to facilitate the
alignment between masks.

This paper will firstly present the security aspects
regarding product fraud and then describe the visual
cryptography technique, encompassing its applications,
advantages, and vulnerabilities. It will also detail the pro-
posed authentication system, its implementation, testing,
and evaluation. The conclusion section describes the fea-
sibility of the proposed system regarding product authen-
tication according to the assessment tests applied and the
analysis of its cryptographic efficiency.
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Security in product sales

According to Primi (2019), there are five fraud modali-
ties. These being counterfeiting, adulteration, duplication,
simulation, and violation. Counterfeiting is when there is
an exact reproduction of the product, including all security
elements, and it’s intended to try to deceive those who
are experts in the field. Adulteration is when parts of the
document or product are modified or tampered with. Du-
plication is replication through digital means. Simulation
is an approximate reproduction of a product that is meant
to deceive non-experts. Finally, Violation is the opening of
the packaging or wrapper leading to product replacement,
subtraction, or damaging.

As mentioned in the introduction, the most used tech-
niques used to combat fraud are Barcodes (SIMÕES,
2015), QR Codes (PENG et al., 2018), RFID tags (KARA-
GIANNAKI; PRATAMARI, 2011), Visual Encryption
(CHANDRASEKHARA; JAGADISHA, 2013; FEIJÓ,
2016; RAJGURU; DHOMSE, 2018; SRIKANTH et al.,
2014),

Initially proposed by Naor and Shamir (1995) the vi-
sual encryption technique has in recent years been used
to authenticate visual patterns. This technique has the
advantage of not requiring computational processing in
the authentication process. Instead, the verification pro-
cess is performed visually. However, since it is performed
manually, the technique has some drawbacks such as align-
ment issues, rotation, and focal distortion problems. The
technique has mainly been used in digital systems, as pro-
posed in (CHANDRASEKHARA; JAGADISHA, 2013;
FEIJÓ, 2016; RAJGURU; DHOMSE, 2018; SRIKANTH
et al., 2014). In these proposals, the overlay of the encoded
masks is performed through a computational procedure
that eliminates any of those foreseen issues.

This paper proposes an alternative system for product
authentication that applies the visual encryption technique
(NAOR; SHAMIR, 1995). The system consists of design-
ing two encoded masks, which when overlaid form an
image with the product data. The technique uses digi-
tal processing to generate the masks in software, but the
image recovery process is carried out physically. The
process requires the manual alignment between both
masks so the product information is retrieved and ver-
ified visually, without the need for any computational
processing.

This system was proposed to meet the security
needs of an audio company that manufactures and
markets effect pedals used in musical instruments.

Such a system has never been previously proposed in
the literature and is not applied in the authentication of
audio equipment. The visual encryption technique of Naor
and Shamir (1995), used in the proposed system will be
presented and discussed in the following section.

Visual cryptography technique

Visual cryptography proposed by Naor and Shamir
(1995) uses a mapping technique to read and transform
a set of black and white pixels of an original image into
n modified versions (called masks), one for each trans-
parency.

Figure 1 shows the mask generation process. Each
mask contains a set of m black and white sub-pixels,
arranged in such a way that the human vision system
averages their contributions. The resulting configuration
can be described by an nxm Boolean matrix S = [si j]

where

si j = 1 if sub-pixel j in transparency i is black
and

si j = 0 if sub-pixel j in transparency i is white.

Figure 1 – Process of generating sub-pixels and overlaid
masks

Source: Yan, Xiang and Hua (2020).

Masks i1, i2,...,ir, do not reveal any information when
viewed individually, but when overlaid with proper sub-
pixel alignment, the combined masks form a grayscale
image. The resulting gray tone is proportional to the
amount of black and white pixels in each set of sub-
pixels. This processing is carried out visually by the
human eye.

The present work applies the visual cryptography
technique to a company TP logo (CICARELI, 2020).
Figure 2(a)-(b) shows the created masks, Mask 1 and
Mask 2, respectively, and Figure 3 shows the overlaid
resulting image. The markings on the edges in Figure 2
were made to help assist alignment.
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Figure 2 – The created masks, 300x300 pixels

(a) Mask 1 (b) Mask 2

Source: The authors.

Figure 3 – Overlaid resulting image, Mask 1 and Mask 2,
300x300 pixels

Source: The authors.

The technique implementation illustrated in
Figures 2-3 uses the model described in Figure 1.
Each pixel is transformed into four white and black
sub-pixels (m = 4) arranged in 2x2 matrices (n = 2) in
each mask. Although it’s possible to create masks using
only two subpixels per pixel, this changes the aspect ratio
of the image and the result will be distorted. Thus, it is
recommended that the masks have twice the size of the
original image in each dimension. Therefore, each pixel
will generate a set of four sub-pixels. Matrices M1 and
M2 have four columns and are defined as follow:

M1 = matrices obtained by exchanging the
columns of

(1 1 0 0 1 1 0 0); (1)

M2 = all matrices obtained by exchanging the
columns of

(1 1 0 0 0 0 1 1). (2)

Each mask is formed by a random choice of black
and white sub-pixels. Each pixel of the original image
is subdivided into four white or black sub-pixels in their
specific masks. The overlay of Masks 1 and Mask 2, when
encoded in a black pixel, is a matrix with 4 black sub-
pixels that will be detected as a black pixel by human
vision. The encoding of the white pixel is formed by a
matrix in which the amount of white sub-pixels is greater

than black sub-pixels, resulting in shades of gray. The size
of the masks and the final image formed by their overlay
is twice as large as that of the original image. Also, it
should be noted that the final image is presented visually
in shades of gray.

According to Feijó (2016) the two-mask model has
a high degree of reliability. If an interceptor has access
to one of the masks they will not be able to decode the
information.

The greatest difficulty in applying the visual encryp-
tion technique when implemented physically is the ade-
quate alignment of the masks. This alignment depends on
the chosen image resolution and definition. The alignment
between the masks is performed manually. There is no
need for computational processing and the information
retrieval is carried out visually. The higher the resolu-
tion and definition of the recovered image, the smaller
the required pixel size and, consequently, the greater the
difficulty of manual alignment. Tests carried out above
150x150 pixels have shown infeasible for manual align-
ment. Finding an optimum point between resolution (size
of sub-pixel blocks) and alignment capacity is a require-
ment, but the design should also consider the specific
needs of each application. In this paper, the visual encryp-
tion technique will be applied for product authentication
of effect pedals. The company’s specific needs have been
taken into consideration. The proposed system design will
be presented in the next section.

Proposed authentication system

This authentication system may be used for
product authentication in general. However, this work
applies it to the Silverado Effect Pedal, Figure 4(a).
Although holographic seals are currently used by several
companies as shown in Figure 4(b), visual encryption has
shown to be more advantageous according to the demands
of the company in question (cost restrictions and the need
for easy customization). Holographic seals are manufac-
tured on a large scale and are not a cost-effective option
when there is a need for customization (an exclusive seal
for each specific product). Due to the need for customiza-
tion, visual encryption was the chosen technique.

Figure 5 illustrates the proposed authentication system
process.

Figure 6 shows the test image (75x75 pixels), chosen
considering the application requirements. This image will
be the image retrieved and viewed in the authentication
process.
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Figure 4 – Athentication system

(a) Silverado effect pedal (b) Holographic seal example

Source: (a) CICARELI (2020) and (b) Dotter Brasil (2020).

Figure 5 – Proposed authentication system

Source: The authors.

Figure 6 – Chosen test image, 75x75 pixel

Source: The authors.

The masks were designed applying the algorithm in
Matlab software. The resulting masks, Mask 1 and Mask 2,
are 150x150 pixels.

Both masks will be sent to customers that acquire the
Silverado effect pedal. Mask 1, Figure 7(a), will be printed
on the inside of the product’s metal housing and Mask 2,
Figure 7(b), will be attached to an acrylic plate and sent in
an envelope, with the following information: For further
details, please contact the company. This authentication
system increases the product cost by ap-
proximately 2%.

After buying the product the customer will be asked
to register the product’s warranty at the store. This reg-
istration will contain the product’s invoice serial num-
ber along with the buyer’s personal information (phone
number, address, and email). An automatic message
will be sent to the customer via email (or instant mes-
sage) with instructions on how to verify the product’s
authenticity. The steps and guidelines are illustrated in
Figure 8.

Figure 7 – Mask in the product housing

(a) Mask 1 in Silverado (b) Mask 2 in acrylic plate
effect pedal

Source: The authors.

The customer should open the pedal housing as shown
in Figure 9(a). There they will find Mask 1, see Figure 9(b).
Mask 2 (fixed to acrylic plate) and Mask 1 must be over-
laid, as shown in Figure 10(a). The correct alignment be-
tween Masks 1 and 2 will show the authentication image,
see Figure 10(b).

Figure 8 – Authentication process instructions

Source: The authors.

Figure 9 – Opening and internal view

(a) Pedal metal housing (b) Mask 1

Source: The authors.

Figure 10 – Alignment process

(a) Mask 2 in the (b) Result of Mask 1 and
acrylic plate and Mask 2 overlay

Source: The authors.
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The outcome of the proposed authentication process
can be one of the following cases:

• The code is retrieved successfully, confirming
product authenticity;

• The correct code was not retrieved. In this case, the
product is fake;

• The buyer sends an email questioning what the
acrylic plate is for. This means the customer did not
register the warranty and that the shopkeeper did not
notify the customer about the authentication verifi-
cation. In this case, the situation should be further
investigated by the product manufacturer;

• Two warranty registrations have the same serial num-
ber. This implies that one of them is fake. An investi-
gation process can be performed by tracing the origin
of the serial number;

• The buyer received the email but did not find one
or neither of the masks. In this case, the product
manufacturer will be able to solve the issue by tracing
the invoice serial number.

In direct purchases from the product manufacturer,
there is no risk of fraud. Therefore, the authentication
instructions are delivered at the moment of purchase.

Some aspects regarding the implementation of this
system are worth mentioning. The dimension choice of
the test image, Figure 6, and the size of the masks were
determined based on the clarity and definition require-
ments of the resulting overlaid image. The pixel dimen-
sion, the number of pixels, and the mask alignment are
basic elements that contribute to an optimal visualiza-
tion of the encoded image. The analysis performed in
this work indicates that the test image size should range
between 75 to 150 pixels in width and length. This param-
eter must be taken under consideration since the masks
and the recove-red image will have double the test image
original size.

The next step was to study how to perform the mask
overlay. The system relies on the printing of images on
transparencies with high resolution. This made it impos-
sible to send the images to the client via email since it
is unlikely they will have access to high-level printers
and acetate or photolith paper. The inversion of black
and white pixels contributed to a better visualization in
low light environments, and, therefore, was adopted in
the design.

The overlaying process of the masks showed a high
degree of difficulty for their precise alignment. The air
in between prints generated a parallax effect which only
allowed the visualization of the authentication data at a
certain angle of sight. The selected approach to solve
this problem was to fix one of the masks on an acrylic
plate, which is adjusted to the size of the pedal’s metal-
lic housing. The use of a rigid acrylic plate minimizes
the air between the devices (masks or transparencies) and
decreases the parallax effect (ŽIŽEK, 2006). The perfor-
mance analysis of the system was based on tests with users
and will be presented as follows.

Performance analysis

The proposed system was optimized in such a way
as to meet the needs of the manufacturer and user. The
proposed system was developed to meet the demands of
a company that focuses on handmade products that need
customization. The company aims to deliver high-quality
products and also has a great concern with the quality of
its customer service. Visual encryption was the chosen
technique considering all of these company needs and
specificities.

An important step after system development is in re-
gards to user behavior. An analysis was carried out with
50 volunteers, who performed the procedure described in
Figure 8. Figure 11 shows the interviewees’ age range. The
performance of this procedure assessed the following pa-
rameters: difficulty in mask alignment, visual observation
of authentication code, and the quality of the instructions
given by manufacturers based on the user’s understand-
ing of the authentication procedure. The survey results
show that all respondents, regardless of age or gender,
were satisfied with the system and were able to view the
authentication code. In addition, users were also asked to
give suggestions on improvements to increase the viability
of the proposed system.

Figure 11 – Number of volunteers by age range

Source: The authors.
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One of the suggestions was to give the option of
receiving the authentication instructions via WhatsApp,
since some users may not access their email often.
This recommendation is easily implemented by the
manufacturer. A second suggestion was to improve the au-
thentication code image visualization. An additional mask
design was performed increasing the number of black
pixels, without unbalancing the number of white pixels.
The result was increased sharpness to the image.

Next, the system’s robustness regarding the safety cri-
teria was examined. An important step when analyzing the
efficiency of visual encryption is to verify the existence of
repeated patterns throughout each mask.

Figures 12 and 13 highlight the pixel display for
one selected region. The comparison between the sam-
ples in Figure 13(a)-(b), samples in Mask 1 and Mask 2,
respectively, does not allow us to recognize any pattern
from the original image, see Figure 12.

Figure 12 – Sample region in the overlaid image

Source: The authors.

Figure 13 – Sample region in Mask 1 and Mask 2

(a) Sample in Mask 1 (b) Sample in Mask 2

Source: The authors.

Another important criterion is the spatial distribution
of the black and white pixels in each mask. A balance in
pixel distribution avoids identifying traces of the authenti-
cation code in each mask. Tables 1 and 2 show that both
masks have an adequate pixel balance between black and
white pixels.

These analyses indicate that the proposed system can
be a viable alternative for product authentication.

Table 1 – Black and white pixel ratio in Mask 1

Mask 1 Re (PPI) 150x150 pixels
black pixels 11,349 50,44%
white pixels 11,151 49,66%
Total pixels 22,500

Source: The authors.

Table 2 – Black and white pixel ratio in Mask 2

Mask 2 Re (PPI) 150x150 pixels
black pixels 11,360 50,49%
white pixels 11,140 49,51%
Total pixels 22,500

Source: The authors.

Conclusion

Security in product sales is of paramount importance
to prevent fraud and protect both the company and the
consumers from major financial losses.

This paper proposed an authentication system that
applies visual encryption (NAOR; SHAMIR, 1995), con-
sidering the needs of TP company, and their product, the
Silverado Effect Pedal. The system consists of two masks
that when overlaid with proper alignment results in an
image containing an authentication code. This verification
process occurs visually, without the need for any compu-
tational processing.

To function properly, this system requires correct po-
sitioning and alignment between the masks since this in-
terferes with the visualization of the authentication code.
The alignment issue was addressed in the Proposed au-

thentication system section and this system was approved
by all 50 users, according to a conducted survey.

The proposed system has an acceptable degree of secu-
rity when applied to product authentication, as described
in the Performance analysis section.

This paper demonstrates that the application of visual
cryptography in a product the authentication system is
viable for physical implementation and offers security
efficiency.
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